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What Are These Projects?
These three tools were built before crecon. They are smaller and more focused — each one does one specific job. Together they show progression from simple scripts to a full toolkit.

	Tool
	One Line
	Key Skill Shown

	IPclean.py
	Log file auditor and IP wiper
	argparse, file I/O, os module

	expDB.py
	ExploitDB instant search launcher
	clipboard automation, webbrowser

	SafeWall.py
	Real-time network DDoS + IDS monitor
	scapy, packet sniffing, iptables





PROJECT 1
IPclean.py — Log Auditor and IP Wiper
What Does It Do?
IPclean.py scans a folder full of log files and searches every file for a specific IP address. It can either just report which files contain that IP, or permanently delete those files. This is a digital forensics tool — useful for finding where a specific IP address has been active in your logs.

	Real use case
	After a penetration test or incident, you want to know which log files recorded activity from a specific IP. IPclean finds all of them in one scan instead of you opening each file manually.



How to Run It
	# Find all log files containing an IP (just report, don't delete)

	python IPclean.py -dir /var/log -ip 192.168.1.100

	 

	# Find AND delete all log files containing that IP

	python IPclean.py -dir /var/log -ip 192.168.1.100 --delete

	 

	# On Windows

	python IPclean.py -dir C:\Logs -ip 10.0.0.50 --delete



The Full Code — Explained Line by Line

Part 1 — Setting Up Arguments (argparse)
argparse is Python's built-in library for reading command-line arguments. It turns the words you type after the script name into variables the code can use.

	import os

	import argparse

	 

	parser = argparse.ArgumentParser(description='Log Auditor and Wiper')

	 

	# -dir flag: which folder to scan

	parser.add_argument('-dir', '--directory', type=str, required=True,

	                    help='The target folder to scan')

	 

	# -i flag: which IP to search for

	parser.add_argument('-i', '--ip', type=str, required=True,

	                    help='The IP address to find/erase')

	 

	# --delete flag: if included, delete files instead of just reporting

	parser.add_argument('--delete', action='store_true',

	                    help='Delete the files (CAUTION: permanent!)')

	 

	args = parser.parse_args()

	# args.directory = the folder path

	# args.ip        = the IP to search for

	# args.delete    = True if --delete was typed, False otherwise



Part 2 — Checking the Folder Exists
Before scanning, the script checks whether the folder you gave it actually exists. If not, it exits cleanly with an error message instead of crashing.

	target_folder = args.directory

	my_ip = args.ip

	 

	if not os.path.isdir(target_folder):      # does this folder exist?

	    print(f"[!] ERROR: Folder '{target_folder}' does not exist!")

	    exit(1)                                # exit with error code 1



Part 3 — Scanning Every File
This is the core loop. os.listdir() gives you all the file names in a folder. For each file, the script reads its contents and checks if the IP address appears anywhere in the text.

	found_count = 0

	 

	for filename in os.listdir(target_folder):     # loop every file

	    full_path = os.path.join(target_folder, filename)  # build full path

	 

	    if not os.path.isfile(full_path):           # skip subfolders

	        continue

	 

	    try:

	        with open(full_path, 'r', errors='ignore') as log_file:

	            file_content = log_file.read()      # read entire file

	 

	        if my_ip in file_content:               # does IP appear?

	            found_count += 1

	 

	            if args.delete:                     # --delete flag used?

	                os.remove(full_path)            # permanently delete

	                print(f'[!] DELETED: {filename}')

	            else:

	                print(f'[+] FOUND: {filename}') # just report

	 

	    except Exception as e:

	        print(f'[!] ERROR reading {filename}: {e}')

	 

	print(f'Scan complete. Found in {found_count} file(s).')



Key Concepts to Explain

	errors='ignore'
	Log files can contain weird characters that crash Python's text reader. errors='ignore' tells Python to skip any character it can't read instead of crashing. This makes the tool robust on real-world messy log files.



	action='store_true'
	For the --delete flag, we use store_true instead of type=str. This means: if the flag is present, set it to True. If absent, set it to False. No value needed — just typing --delete is enough.



	os.path.join()
	Instead of concatenating strings like folder + '/' + file, os.path.join() handles the slash correctly for both Windows (backslash) and Linux (forward slash) automatically.





PROJECT 2
expDB.py — ExploitDB Instant Search Launcher
What Does It Do?
expDB.py is a tiny but clever productivity tool. During a penetration test, you often find a software version (e.g., 'Apache 2.4.41') and want to immediately check if there are known exploits for it. Instead of typing the URL manually, expDB reads whatever is on your clipboard and opens ExploitDB already pre-filled with that search term.

	Real use case
	You see 'Apache 2.4.41' in Nmap output. You copy it. You run expDB. ExploitDB opens in your browser already showing all exploits for Apache 2.4.41. What would take 20 seconds takes 2 seconds.



The Full Code — All 5 Lines
	import webbrowser

	import pyperclip

	 

	# Read whatever text is currently on your clipboard

	target_software = pyperclip.paste()

	 

	# Open ExploitDB in the browser with the clipboard text as search

	webbrowser.open('https://www.exploit-db.com/search?text=' + target_software)



The Two Libraries

pyperclip — Clipboard Access
pyperclip is a cross-platform library that reads from and writes to the system clipboard. pyperclip.paste() returns whatever text is currently copied. This works on Windows, macOS, and Linux.

	import pyperclip

	 

	# Read clipboard

	text = pyperclip.paste()     # returns a string

	 

	# Write to clipboard

	pyperclip.copy('hello')      # now 'hello' is in your clipboard



webbrowser — Open URLs in the Browser
webbrowser is a Python standard library module (no installation needed). webbrowser.open() opens a URL in the system's default browser. It works on any OS.

	import webbrowser

	 

	webbrowser.open('https://google.com')   # opens in default browser

	 

	# String concatenation builds the search URL:

	# 'https://www.exploit-db.com/search?text=' + 'Apache 2.4.41'

	# = 'https://www.exploit-db.com/search?text=Apache 2.4.41'



The .bat File — Making It a Windows Command
expDB.bat is a Windows Batch file that makes expDB runnable from anywhere in the terminal by just typing 'expDB'. The .bat file contains one line:

	@py.exe "B:\Scripts\expDB.py" %*

	 

	# @     = don't print this line to terminal

	# py.exe = Python launcher

	# %*    = pass any extra arguments through



By placing this .bat file in a folder that's in your Windows PATH, you can type 'expDB' from any terminal window and it runs the Python script automatically.




PROJECT 3
SafeWall.py — Real-Time Network Security Monitor
What Does It Do?
SafeWall is the most technically complex of the three mini projects. It monitors ALL network traffic coming into your machine in real time. For every packet that arrives, it checks three things: is this IP blacklisted? Does this packet contain a known attack signature? Is this IP sending packets too fast (DDoS)?
If any check fails, SafeWall blocks that IP automatically using iptables on Linux.

	SafeWall detects

	DDoS attacks: any IP sending more than 40 packets per second

	Nimda worm: packets containing GET /scripts/root.exe

	SQL Injection: packets containing ' OR '1'='1

	Command injection: packets containing cmd.exe

	XSS: packets containing <script>alert

	Path traversal: packets containing ../../../etc/passwd

	PHP injection: packets containing <?php system



The Key Library — Scapy
Scapy is a Python library that gives you access to raw network packets. Most programs only see data at the application layer (like HTTP requests). Scapy lets you see every single packet at the network layer — the IP address, the TCP flags, the raw payload bytes. This is what tools like Wireshark use under the hood.

	Why sudo/admin is required
	Reading raw network packets is a privileged operation. The OS won't let a normal user see every packet on the network — only root (Linux) or Administrator (Windows) can do this. SafeWall checks for this at startup and exits if you don't have the right permissions.







The Full Code — Section by Section

Part 1 — Imports and Settings
	from scapy.all import sniff, IP, TCP, Raw

	# sniff = the function that captures packets

	# IP    = IP layer (has src/dst IP addresses)

	# TCP   = TCP layer (has port numbers, flags)

	# Raw   = Raw payload layer (the actual data bytes)

	 

	THRESHOLD = 40    # packets per second before DDoS alert

	LOG_FILE  = 'logs/security.log'

	 

	os.makedirs('logs', exist_ok=True)   # create logs folder if missing



Part 2 — Admin Check
You need root/admin to sniff packets. SafeWall checks this at startup:

	def is_admin():

	    if os.name == 'nt':          # Windows

	        import ctypes

	        return ctypes.windll.shell32.IsUserAnAdmin()

	    else:                        # Linux/Mac

	        return os.geteuid() == 0  # root = user ID 0



Part 3 — Reading Whitelist and Blacklist Files
SafeWall reads two text files at startup: whitelist.txt (trusted IPs — never blocked) and blacklist.txt (known bad IPs — blocked immediately). Each file has one IP per line.

	def read_ips(filename):

	    if not os.path.exists(filename):

	        open(filename, 'w').close()  # create empty file if missing

	        return set()                 # return empty set

	 

	    with open(filename, 'r') as f:

	        ips = [line.strip() for line in f if line.strip()]

	    return set(ips)   # set = fast O(1) lookup, no duplicates

	 

	# Why a set and not a list?

	# Checking 'if ip in whitelist' is O(1) with a set

	# but O(n) with a list — much faster when you check every packet



Part 4 — Attack Signature Detection
This is the IDS (Intrusion Detection System) part. For every TCP packet on port 80, SafeWall looks at the raw bytes and checks for known attack patterns:

	def is_attack(packet):

	    signatures = {

	        'nimda':     b'GET /scripts/root.exe',  # Nimda worm

	        'sql_inject':b"' OR '1'='1",           # SQL injection

	        'cmd':       b'cmd.exe',                 # Command injection

	        'xss':       b'<script>alert',           # Cross-site scripting

	        'traversal': b'../../../etc/passwd',     # Path traversal

	        'php':       b'<?php system',            # PHP code injection

	    }

	 

	    # Only check TCP packets on port 80 (HTTP)

	    if not packet.haslayer(TCP) or packet[TCP].dport != 80:

	        return None

	 

	    if packet.haslayer(Raw):          # does the packet have a payload?

	        payload = packet[Raw].load    # get raw bytes

	        for name, pattern in signatures.items():

	            if pattern in payload:    # does payload contain pattern?

	                return name           # return which attack type

	 

	    return None   # no attack found



	Why bytes (b'...') not strings?
	Network packets carry raw bytes, not Python strings. The b prefix means 'this is bytes, not text'. When you read packet[Raw].load you get bytes, so you compare bytes to bytes. Comparing a string to bytes would never match.



Part 5 — IP Blocking with iptables
On Linux, iptables is the built-in firewall. SafeWall calls it as a system command using os.system():

	def block_ip(ip, reason):

	    os.system(f'iptables -A INPUT -s {ip} -j DROP')

	    # -A INPUT = append to INPUT chain (incoming packets)

	    # -s {ip}  = source IP to block

	    # -j DROP  = drop the packet (silently ignore it)

	 

	    log_it(f'BLOCKED: {ip} ({reason})')





Part 6 — DDoS Detection
The DDoS detector counts how many packets come from each IP per second. If any IP exceeds 40 packets/second, it's treated as a DDoS and blocked:

	# defaultdict(int) creates a counter dict that starts at 0 for new keys

	packet_count = defaultdict(int)

	start_time = [time.time()]

	blocked = set()

	 

	# Inside handle_packet():

	packet_count[src_ip] += 1    # count this packet

	 

	current_time = time.time()

	elapsed = current_time - start_time[0]

	 

	if elapsed >= 1:             # every 1 second, check rates

	    for ip, count in packet_count.items():

	        rate = count / elapsed   # packets per second

	 

	        if rate > THRESHOLD and ip not in blocked:

	            block_ip(ip, f'DDoS: {rate:.0f} pkt/sec')

	            blocked.add(ip)  # don't block same IP twice

	 

	    packet_count.clear()         # reset counters

	    start_time[0] = current_time # reset timer



Part 7 — The Main Packet Handler
Every packet that arrives on the network goes through handle_packet(). This is the decision tree:

	def handle_packet(packet):

	    if not packet.haslayer(IP):  # only process IP packets

	        return

	 

	    src_ip = packet[IP].src      # get the source IP

	 

	    if src_ip in whitelist:      # trusted IP? skip

	        return

	 

	    if src_ip in blacklist:      # known bad? block immediately

	        block_ip(src_ip, 'blacklisted')

	        return

	 

	    attack_type = is_attack(packet)  # check signatures

	    if attack_type:

	        block_ip(src_ip, f'attack: {attack_type}')

	        return

	 

	    packet_count[src_ip] += 1   # count for DDoS detection

	    # (DDoS check happens on a 1-second timer — see Part 6)



Part 8 — Starting the Sniffer
sniff() is Scapy's packet capture function. It runs forever, calling handle_packet() for every packet it sees:

	sniff(

	    filter='ip',          # only capture IP packets (BPF filter)

	    prn=handle_packet,    # call this function for every packet

	    store=False           # don't store packets in memory (saves RAM)

	)

	 

	# filter='ip' is a BPF (Berkeley Packet Filter) expression

	# Same filters used by Wireshark and tcpdump

	# store=False is important — without it, every packet is saved

	# in memory and your RAM fills up fast on a busy network



The Log File
Every event is written to logs/security.log with a timestamp:

	def log_it(msg):

	    with open(LOG_FILE, 'a') as f:        # 'a' = append mode

	        timestamp = time.strftime('%Y-%m-%d %H:%M:%S')

	        f.write(f'[{timestamp}] {msg}\n')

	    print(msg)   # also print to terminal

	 

	# Example log entries:

	[2026-03-19 09:45:12] === Scanner started ===

	[2026-03-19 09:45:33] BLOCKED: 192.168.1.50 (attack: sql_inject)

	[2026-03-19 09:46:01] BLOCKED: 10.0.0.99 (DDoS: 87 pkt/sec)




How to Run SafeWall

	Linux (Kali)

	pip3 install scapy

	sudo python3 SafeWall.py

	# Press Ctrl+C to stop

	# View logs: cat logs/security.log



	Windows

	1. Download and install Npcap from npcap.com

	   (check: Install Npcap in WinPcap API-compatible mode)

	2. pip install scapy

	3. Run Command Prompt as Administrator

	4. python SafeWall.py



Configuration
1. whitelist.txt — add one trusted IP per line. These IPs are never blocked.
1. blacklist.txt — add known malicious IPs. These are blocked immediately on first packet.
1. THRESHOLD = 40 — change this number to adjust DDoS sensitivity. Lower = more sensitive.


How These Projects Connect to crecon
These three tools were not random — each one taught a skill that was later used in crecon:

	Mini Project
	Skill Learned
	Used in crecon

	IPclean.py
	argparse, file I/O, os module
	cli.py uses argparse for all 5 subcommands

	expDB.py
	Search URL automation, clipboard
	cve.py automates NVD API searches the same way

	SafeWall.py
	Packet analysis, signatures, logging
	scanner.py, nuclei.py use the same subprocess + parsing pattern



Quick Reference

	IPclean.py — Commands

	python IPclean.py -dir /var/log -ip 192.168.1.100

	python IPclean.py -dir /var/log -ip 192.168.1.100 --delete

	python IPclean.py -dir C:\Logs -ip 10.0.0.50 --delete



	expDB.py — Usage

	1. Copy any software/version name to your clipboard

	2. Run: python expDB.py

	3. ExploitDB opens in browser pre-filled with your search

	Windows shortcut: type 'expDB' if .bat is in your PATH



	SafeWall.py — Commands

	sudo python3 SafeWall.py              # Linux

	python SafeWall.py                   # Windows (as Administrator)

	cat logs/security.log                # view logs (Linux)

	type logs\security.log              # view logs (Windows)

	Edit whitelist.txt to add trusted IPs

	Edit blacklist.txt to add blocked IPs

	Edit THRESHOLD = 40 to change DDoS sensitivity
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